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This material is copyrighted by Technology Marketing Toolkit, Inc. ALL RIGHTS ARE RESERVED. No part 
of this document and accompanying audio, video and training may be reproduced, shared or transmitted in ANY form, 
or by any means, electronically, verbally or mechanically, including photocopying or recording, or by any informational 
storage or retrieval system, without express written permission from the publisher. Only ACTIVE, paying Producers 
Club members are permitted to use this content for communicating with their house list of clients and prospects. This 
should not be shared, sold or given to other IT services firms, marketing firms or other third-party consultants.  
 
Published by: 
Technology Marketing Toolkit, Inc. 
751 Cool Springs Blvd., Suite 104 
Franklin, TN 37067 
USA 
 
 
Disclaimer and Legal Notices: 
 
While all attempts have been made to verify the information provided in this book and accompanying audio program, 
neither the Author nor the Publisher assumes any responsibility for errors, inaccuracies or omissions. Before 
implementing these strategies, you must be aware of the various laws governing business transactions, marketing or other 
business practices in your particular geographic location as some of the suggestions made in this book and audio program 
may have inadvertently introduced practices deemed unlawful in certain states, municipalities and countries. This book is 
not intended for use as a source of legal or accounting advice. In all cases, you should consult the services of a 
professional, licensed attorney in all matters pertaining to the operation, delivery and marketing of your business and 
services. 
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Please note: None of these e-mails use “COVID-19” in the Subject line, please do NOT add it to 
the Subject line.  
 

Also, you should modify if you have any special discounts, services, offers, etc. We are also giving 
people the option to have the Call To Action be a 15 minute virtual meeting instead of the Work 
From Home free report. It enables you to get it running quicker since you don’t have to then 
customize the free reports.  

 
 
COVID-19: WEEKLY TIP #1 
 
SUBJECT:   How to spot a phishing e-mail 
 
It’s the perfect time for hackers to send e-mails with dangerous malware and viruses.  Right now, your 
inbox is probably filled with “COVID-19” subject lines and coronavirus-focused e-mails. 
 
Hackers are even using a fake cdc-gov e-mail address that’s not legitimate and spamming inboxes. 
 
How can you tell a phishing e-mail from a legitimate one?  Here’s a few telltale signs: 
 

• Look closely at the e-mail address to make sure it’s spelled correctly. 
• Hover over any links in the e-mail (but DON’T CLICK) to see the ACTUAL website you’ll be 

directed to.  If there’s a mismatched or suspicious URL, delete the e-mail immediately. 
• Watch for poor grammar and spelling errors. 
• Never download an attachment unless you know who sent it and what it is. 

 
When in doubt, call the person who supposedly sent the e-mail on the phone to verify it’s legitimate. 
 
Want more tips for setting up safe Work From Home networks? Check out our free report <<insert 
free report name>>. 
 
Of course, if you have an immediate IT need, you can always reach me at XXX-XXX-XXXX. 
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COVID-19: WEEKLY TIP #2 
 
SUBJECT:   Working from home?  DON’T DO THIS! 
 
Because your employees may be required to work from home, their mindset may be, “I may as well 
use my home computer.”  This is a dangerous mistake. 
 
Home computers and personal mobile devices could be littered with tons of downloaded music, 
videos, images, and more.  Because it’s more exposed, it can invite malware into your business 
network. 
 
ONLY devices that are under our vigilant watch of patching, updating, and monitoring should be 
used by your employees to work remotely.  Provide a company-approved and secured 
computer/laptop for employees to use at home. 
 
Want more tips for setting up safe Work From Home networks? Check out our free report <<insert 
free report name>>. 
 
Of course, if you have an immediate IT need, you can always reach me at XXX-XXX-XXXX. 
 
 
 
 
COVID-19: WEEKLY TIP #3 
 
SUBJECT:   Improve your password strategy 
 
When in worldwide crisis like a pandemic or large-scale natural disasters, your passwords could mean 
the difference between spending your time re-learning how to grow your business and trying to recoup 
finances and private data that’s been hacked. 
 
Steps you can take to protect your passwords: 
 

1. Review your current passwords and inform your team to create stronger, more complex ones 
that can’t be easily guessed. 

2. Use a password manager software to store all your passwords in one place.  Don’t store them 
in your web browser just because it’s convenient.  It’s also easy to hack. 

 
Want more tips for setting up safe Work From Home networks? Check out our free report <<insert 
free report name>>. 
 
Of course, if you have an immediate IT need, you can always reach me at XXX-XXX-XXXX. 
 



 

STRIVE FOR EXCELLENCE * BE DISCIPLINED * STAY FOCUSED * HAVE FUN * BE COMMITTED * NEVER, EVER QUIT 

5 

 
 
COVID-19: WEEKLY TIP #4 
 
SUBJECT:   The DANGERS of Dropbox and other file sync apps 
 
When employees work from home, they need access to important company files.  It’s easy to look at 
consumer-grade, cloud file sharing solutions like Dropbox, OneDrive, and Google Drive.  But listen 
up!  
 
These applications pose a huge threat to your company because company data can be spread far and 
wide without central oversight of what information is being shared with whom.  Furthermore, over 7 
MILLION Dropbox accounts have been hacked, giving cybercriminals a path into the company’s 
network. 
 
This is even MORE important if your company has access to and/or stores financial, medical, or 
other sensitive data.  Using file-sharing applications like these are a clear and direct violation of data 
breach and compliance laws.  DON’T USE THEM FOR COMPANY DATA and use only company-
approved, business-grade file-sharing applications. 
 
Want more tips for setting up safe Work From Home networks? Check out our free report <<insert 
free report name>>. 
 
Of course, if you have an immediate IT need, you can always reach me at XXX-XXX-XXXX. 
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COVID-19: WEEKLY TIP #5 
 
SUBJECT:   Are your employees leaving this backdoor wide open? 
 
Most of your employees have wireless networks set up in their homes.  Unlike your business Wi-Fi, 
many home users are lax about creating secure wireless networks – leaving a backdoor open to 
hackers.  Wi-Fi signals often broadcast far beyond your employees’ homes and out into the streets.  
Drive-by hacking is popular among cybercriminals today. 
 
A few tips for securing your employees’ Wi-Fi access points: 
 

• Use stronger encryption and a more complex password 
• Hide your wireless network name 
• Use a firewall 

 
These security measures are not difficult to set up.  If you have any questions or need assistance, we 
will be happy to help get your employees set up remotely. 
 
Want more tips for setting up safe Work From Home networks? Check out our free report <<insert 
free report name>>. 
 
Of course, if you have an immediate IT need, you can always reach me at XXX-XXX-XXXX. 
 
 
 
 
COVID-19: WEEKLY TIP #6 
 
SUBJECT:   3 ways to reduce cyberattacks affecting your business 
 
We expect a rise in cyberattacks during this pandemic because of the dramatic increase of employees 
working from home.  Far too many employers won’t think about security as their team starts working 
at the kitchen table.  That’s a dangerous precedent. 
 
First, make sure your employees are not using their home computers or devices when working.  
Second, ensure your work-at-home computers have a firewall that’s turned on.  Finally, your network 
and data are not truly secure unless your employees utilize a VPN (Virtual Private Network). 
 
Want more tips for setting up safe Work From Home networks? Check out our free report <<insert 
free report name>>. 
 
Of course, if you have an immediate IT need, you can always reach me at XXX-XXX-XXXX. 
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COVID-19: WEEKLY TIP #7 
 
SUBJECT:   Don’t do THIS on your work laptop or PC 
 
It’s easy to become a little more relaxed when working from the comfort of your living room or home 
office.  Surfing over to Facebook, other social media, or even personal e-mail accounts can be very 
tempting. 
 
But the ONLY thing you should use your company’s workstation or laptop for is … WORK!  Check 
your personal accounts on YOUR personal device.  Over 600,000 Facebook accounts are hacked 
every day.  If you’re using a company device to access a compromised account, you’re opening up a 
door to a hacker who can then get into your company’s network via your e-mail or PC. 
 
Want more tips for setting up safe Work From Home networks? Check out our free report <<insert 
free report name>>. 
 
Of course, if you have an immediate IT need, you can always reach me at XXX-XXX-XXXX. 
 
 
 
 
COVID-19: WEEKLY TIP #8 
 
SUBJECT:  Don’t forget about this danger!  
 
The greatest threats to your company and its data come from hackers and cybercriminals.  It’s just as 
important, however, to ensure the physical security of your devices while working from home. 
 
Implement these recommendations: 
 

• Shut down your device and store it in a secure place before leaving your home for any reason. 
• Lock your computer when you step away from it.  This is especially important if you have 

children or other family members around. 
• Place your work devices out of sight at the end of the day.  Not only does it keep them from 

being stolen, but helps you maintain work-life balance. 
 

Want more tips for setting up safe Work From Home networks? Check out our free report <<insert 
free report name>>. 
 
Of course, if you have an immediate IT need, you can always reach me at XXX-XXX-XXXX. 
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COVID-19: WEEKLY TIP #9 
 
SUBJECT:   Three essential rules for all cloud applications 
 
If you’re using cloud applications while your employees are working from home, you are justified 
to be concerned about data privacy and security.  The company hosting your data is ultimately 
responsible for keeping hackers out of THEIR network, but most cloud breaches are due to USER 
ERROR. 
 
Here are a few things you can easily do to improve security in the cloud: 
 

1. Maintain a STRONG password of at least eight (8) characters with both uppercase and 
lowercase letters, numbers and symbols.  Do NOT make it easy, such as “Password123!”  
While that technically meets the requirements, a hacker could easily crack that. 

2. Make sure the device you’re using to access the application is secure.  You’ll need professional 
help installing and maintaining a strong firewall, antivirus and spam-filtering software.  Don’t 
access your cloud applications with a device you also use to check social media sites and free 
e-mail accounts. 

3. Back up your data.  If the data in the cloud is important, make sure you’re downloading it 
from the application and backing it up to another safe and secure location.  If your account 
gets hacked OR if the cloud company shuts down your account, you have a copy. 

 
Want more tips for setting up safe Work From Home networks? Check out our free report <<insert 
free report name>>. 
 
Of course, if you have an immediate IT need, you can always reach me at XXX-XXX-XXXX. 
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COVID-19: WEEKLY TIP #10 
 
SUBJECT:   The one document you should have in place for times like these 
 
Working from home poses various risks to your company, its data, and its livelihood.  Although your 
employees may have the best of intentions, establishing a Work From Home Policy reduces these 
risks by providing them a clear set of guidelines and procedures. 
 
You should consult with an IT expert, along with your HR attorney, to develop your Work From 
Home Policy.  At minimum, it should include these items: 
 

• How remote workers are approved 
• What physical security measures are necessary for at-home workspaces 
• Requirements for maintaining online security, such as passwords and cloud file-sharing 
• Use of a VPN to connect to company networks 
• Acceptable Use Policy (AUP) of company devices 
• Procedure for reporting incidents 

 
Want more tips for setting up safe Work From Home networks? Check out our free report <<insert 
free report name>>. 
 
Of course, if you have an immediate IT need, you can always reach me at XXX-XXX-XXXX. 
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